Passwordless in ERA-SSO

@2025

A. Passkey Setup

Prerequisites

1.

w

You can store the passkeys in smartphones (Android, iOS) or in laptops equipped with
biometric.

You are using a laptop that is equipped with bluetooth.

The most compatible browsers are Chrome-based, Safari, and Microsoft Edge.

You can register passkeys of an ERASSO account to multiple smartphones and
multiple laptops.

The registration process has a 1 minute timeout.

Warning. Do not register the passkey in the devices you do not own.

Steps

1.

2.

Enable bluetooth on both of your smartphone and computer/laptop. Note: you are not
required to pair them.
On your laptop, login to ERA-SSO via “Users Console”.
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3. Choose “Account Security”
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<« 5 https://sso.erajaya.com/auth/realms
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Personal info Personal info

Manage your basic information
Account security

Applications
General Jump to section

Resources
Username onar.tambunan
General

leonartambunan@erajaya.com
First name Leonar

Last name Tambunan

Cancel

4. Choose “Signin”
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Personal info Basic authentication

Account security Password

Sign in by entering your password.
Signing in

Device activity
My password Created January 1,1970 at 6:59 AM.
Applications
Resources

Two-factor authentication

Authenticator application

Enter a verification code from authenticator application.

samsung-2025 Created  April 28, 2025 at 8:33 PM.

Passkey

Use your Passkey to sign in.

5. Click “Set up Passkey”
6. Click “Register”
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ERA-SSO+, Single Sign-On
to access multiple systems
with one ID & password.

ration

Register

Cancel

7. Using your smartphone camera,
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8. Until you are prompted with “Create passkey” link



where you wdll

(P

:\\l‘\,\'!! \I‘Il)l.ll‘ Elr‘l';'. y

ajaya.com

L

PORTRAIT PHOTO VIDEO MORE

g

9. Click the “Create a passkey” link.



10.The highest success rate of passwordless is using Google Password Manager. So, in

the case of your phone’s default password manager is Samsung Pass, choose “Save
Another Way”.
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Create a passkey for
sso.erajaya.com and save
it to Samsung Pass?

leonar.tambunan
Passkey

Pass

Cancel Create

11.Choose the most preferable “Google Password Manager”
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Choose where to save
your passkey

Samsung Pass
leonar.tambunan@gmail.com
19 passwords * 2 passkeys

Google Password
Manager
leonar.tambunan@gmail.com
27 passwords * 5 passkeys

Google Password

Manager

leonar.tambunan@alumni.sbm-itb
.ac.id
0 passwords * 0 passkeys

Google Password

Manager
conversed.apps@gmail.com
1 password * 0 passkeys

Cancel

12.Click “Create”



N RS 22%2

Create a passkey for
sso.erajaya.com and save
it to Google Password
Manager?

This passkey will be saved to
Google Password Manager
for
leonar.tambunan@gmail.co
m. You can use it on other
devices, and your screen lock
will be used to encrypt your
data.

@ leonar.tambunan

Passkey

Cancel Create

13.Choose the “Use once” button
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Use Google Password
Manager for all your
sign-in information?

Settings Use once

14.Continue with biometric verifications.



15.Upon a successful registration, you will see a similar screenshot like the following.

~ Sign in to ERASS x @ WhatsApp
= [ ss0.erajaya.com,

Sso0.erajaya.com says

Please input your registered
passkey's label

[Passkey (Default Label) J

16.Create a freetext label to your passkey

~ Sign in to ERASS x @ WhatsApp

<« @ (= ss0.erajaya.con

sso.erajaya.com says

Please input your registered
passkey's label

[Samsung X J

17.1f you browse back to the User console, you should find the newly created passkey.
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My password Created January |, 19/0 at 6:59 AM.

Update
Update

Personal info

Account security
Signing in N N
e Two-factor authentication
Device activity
Authenticator application Set up Authenticator a
Applications Enter a verification code from authenticator application.
Resources
samsung-2025 Created April 28, 2025 at 8:33 PM. Delete

Passkey Set up Passkey

Use your Passkey to sign in.

Samsung X Created July 3,2025 at 12:11 PM. Delete

18. Voilla!

B. Passkey Authentication

Prerequisites

1. Enable bluetooth on both of your laptop and/or smartphone

Steps

1. Upon authentication startup, the first prompt is the username
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ERA-$SO+, Single Sign-On
to access multiple systems
with one ID & password.
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Sign in to your account

2. If the user has the passkey configured, there will be “Sign in with Passkey”. In the case
of you losing your registered smartphone, you can use “Try another way” to use the
password to authenticate.
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« > C 2% https://sso.erajaya.com/auth/realms/erajaya/l

ERA-SSO*, Single Sign-On
to access multiple systems
with one ID & password.

leonar.tambunan@erajaya.com

A SamsungX
Ir
Jul 3, 2025, 12:11PM

Sign in with Passkey

3. The process should be ergonomic. In the case that, a) the browser you use is not the
same as the one while registration, or b) the default password manager in your
smartphone is not Google Password Manager, you will be prompted with QR code.
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your phone or tablet
Scan this QR code with the camera
on the device that has your

@ use your security key
Insert and touch r security key
to use it for sso.erajaya.com

4. Use your smartphone’s camera to proceed with authentication.
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